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Abstract

With the advancement of web techniques, they have significantly
revolutionized various aspects of people’s lives. Despite the im-
portance of the web, many tasks performed on it are repetitive
and time-consuming, negatively impacting the overall quality of
life. To efficiently handle these tedious daily tasks, one of the most
promising approaches is to advance autonomous agents to incor-
porate human-like intelligence based on Artificial Intelligence (AI)
techniques, referred to as AI Agents. Al Agents offer significant ad-
vantages in handling such tasks since they can operate continuously
without fatigue or performance degradation. Therefore, leveraging
AT Agents - termed WebAgents in the context of web - to automat-
ically assist people in handling tedious daily tasks can dramatically
enhance productivity and efficiency. Recently, Large Foundation
Models (LFMs) containing billions of parameters have exhibited
human-like language understanding and reasoning capabilities,
showing proficiency in performing various complex tasks. This nat-
urally raises the question: ‘Can LFMs be utilized to develop powerful
AI Agents that automatically handle web tasks, providing signifi-
cant convenience to users?’ To fully explore the potential of LFMs,
extensive research has emerged on WebAgents designed to com-
plete daily web tasks according to user instructions, significantly
enhancing the convenience of daily human life. In this survey!, we
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comprehensively review existing research studies on WebAgents
across three key aspects: architectures, training, and trustworthi-
ness. Additionally, several promising directions for future research
are explored to provide deeper insights.

CCS Concepts

« Computing methodologies — Intelligent agents; « Informa-
tion systems — Web applications.
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1 Introduction

As the web has rapidly evolved, it has profoundly transformed
various aspects of people’s lives, including information access [21,
47, 50], shopping experiences [9, 43], and communications [10, 82].
For instance, the web serves as the largest knowledge repository to
date, offering instant access to news [41, 124], academic papers (e.g.,
ArXiv [17]), and encyclopedias (e.g., Wikipedia [96, 105]), enabling
individuals to freely acquire desired information. This advance-
ment has eliminated geographical barriers, providing people in
remote areas with access to critical resources in education, health-
care, and law. Despite the importance of the web, many daily tasks
we perform on it are repetitive and extremely time-consuming.
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Figure 1: Illustration of basic web tasks and the pipeline
of WebAgents. Given the user instruction, WebAgents au-
tonomously complete tasks by perceiving the environment,
reasoning action sequences, and executing interactions.

For example, as shown in Figure 1, when registering accounts on
various platforms or filling out different application forms, we are
often required to repeatedly enter the same personal information,
such as our name, contact details, and address. Similarly, when
purchasing a product, we need to compare numerous options, re-
view their ratings and prices, and ultimately decide on the final
purchase. To effectively execute tedious daily tasks, one of the most
promising techniques is to develop automatic agents embedded
with human intelligence by taking advantage of Artificial Intelli-
gence (Al) techniques, known as AI Agents. In addition, Al Agents
can execute tasks continuously without fatigue or performance
degradation [39], ensuring reliability in repetitive workflows. There-
fore, leveraging Al Agents — termed WebAgents in the context of
web — to assist people in handling tedious daily tasks automatically
can extremely enhance productivity and efficiency, thereby further
improving their quality of life.

Recently, large foundation models (LFMs) with billions of param-
eters, trained on massive data, have exhibited emergent human-like
capabilities such as comprehension and reasoning, revolutionizing
various domains including healthcare [21, 29, 79], e-commerce [23,
74], and Al4Science [22, 33]. For example, LFMs are integrated with
protein data to capture the foundational protein knowledge, en-
abling better understanding and generation of protein structures,
which can significantly advance the development of drug discovery
and disease mechanism research [22]. The human-like reasoning
capabilities of LFMs are also leveraged in recommender systems
(RecSys) to provide better item recommendations, significantly
enhancing user online experience [107, 128]. By leveraging their
extensive open-world knowledge, advanced instruction-following,
and language comprehension and reasoning abilities, LFMs exhibit
proficiency in simulating human-like behaviors to execute a variety
of complex tasks. This naturally raises the promising topic: ‘Can
LFMs be utilized to develop powerful AI Agents that automatically
handle web tasks, providing significant convenience to users?’
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To fully explore the potential of LFMs, recent efforts have been
made to advance LFM-empowered WebAgents to complete var-
ious web tasks according to user instructions [39]. For instance,
the recent debut of a novel Al Agent framework named AutoGPT
has attracted significant interest from both academic and indus-
trial communities, which exhibits impressive capabilities in au-
tonomously handling complex tasks across both work and daily
environments [87]. Unlike chatbots, AutoGPT can plan and exe-
cute complex tasks independently, performing automated searches
and multi-step actions without requiring ongoing user instruc-
tions and supervision. In this context, as illustrated in Figure 1,
users only need to provide a natural language instruction, such
as ‘Schedule a meeting with Leon at Starbucks on November 23,
2024, at 4:00 pm via email.” WebAgents can autonomously open
the ‘Email” application, retrieve Leon’s email address, compose the
email, and send it, thereby automating the entire scheduling pro-
cess and greatly enhancing the convenience of daily life. Given the
remarkable progress in developing LFM-empowered WebAgents
and the growing number of related studies, there is a pressing need
for a systematic review of recent advances in this field.

To bridge this gap, this survey provides a comprehensive overview
of WebAgents by summarizing representative methods from the
perspectives of architecture, training, and trustworthiness. Specifi-
cally, in Section 2, we review existing studies based on the three
processes of WebAgents: perception, planning & reasoning, and
execution. Next, we summarize two crucial aspects (i.e., data and
training strategies) in the training of WebAgents in Section 3. After
that, we review studies that focus on investigating the trustworthy
WebAgents, including their safety & robustness, privacy, and gener-
alizability, in Section 4. Finally, in Section 5, we discuss promising
future research directions in WebAgents.

2 'WebAgent Architectures

There are three crucial and consecutive processes for WebAgents
to fulfill user commands: 1) Perception requires WebAgents to
accurately observe the current environment, 2) Planning & Rea-
soning require WebAgents to analyze the current environment,
interpret user-given tasks, and predict reasonable next actions, and
3) Execution requires that WebAgents perform the generated ac-
tions and interact with the environment effectively. In the following
section, we will comprehensively review the important techniques
employed by WebAgents during these processes.

2.1 Perception

Typical LFMs merely need to accept user instructions and generate
corresponding responses through reasoning. However, WebAgents,
operating within complex web environments, are further expected
to accurately perceive the external environment and perform behav-
ioral reasoning based on the dynamic environment combined with
the user’s task. As shown in Figure 2, according to the data modal-
ity provided by the environment to WebAgents, we can categorize
existing studies into three classes: 1) Text-based, 2) Screenshot-
based, and 3) Multi-modal WebAgents.

2.1.1 Text-based WebAgents. With the advancement of large lan-
guage models (LLMs), extensive studies have been proposed to
leverage its human-like understanding and reasoning abilities to
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Figure 2: Illustration of the overall framework of WebAgents, which contains three crucial processes: Perception, Planning
& Reasoning, and Execution. Given the user’s command, WebAgents first observe the environmental information during the
perception process. Based on the observation, the action is generated in the planning & reasoning process. Finally, WebAgents

execute the generated action to complete the user’s task.

assist users in addressing complex tasks. Since LLMs can only han-
dle natural language, these WebAgents usually leverage the textual
metadata of webpages (e.g., HTML and accessibility trees) to per-
ceive the environment [45, 67, 69, 129]. For example, MindAct [18]
introduces a two-stage framework that combines a fine-tuned small
language model (LM) with an LLM to efficiently process large HTML
documents, significantly reducing the input size while preserving
essential information. This approach enables accurate prediction
of both the target element and the corresponding action, effec-
tively balancing efficiency and performance in web-based tasks.
Gur et al. [35] introduce an LLM-driven agent that learns from self-
experience to complete tasks on real-world webpages. It summarises
long HTML documents into task-relevant snippets to extract the
environmental information and decomposes user instructions into
sub-tasks for effective planning.

2.1.2 Screenshot-based WebAgents. Despite the remarkable suc-
cess of text-based WebAgents, leveraging the textual metadata of
the environment usually fails to align closely with human cognitive
processes since the Graphical User Interfaces (GUI) are inherently
visual [84, 116]. Additionally, textual representations usually vary
across different environments and are verbose, leading to poor gen-
eralization abilities and increased computational overhead [127].
Recently, breakthroughs in large vision-language models (VLMs)
have significantly enhanced the capabilities of Al systems in pro-
cessing complex visual interfaces. To leverage the visual under-
standing capabilities of VLMs, numerous studies have integrated
them into WebAgents, utilizing screenshots to perceive the envi-
ronment [27, 31, 44, 127]. For example, SeeClick [15] only relies
on screenshots as observations to predict the next action and en-
hances the agent’s ability to locate relevant visual elements within
screenshots by introducing a grounding pre-training process. Om-
niParser [68] introduces an effective method to parse user interface
screenshots into structured elements and enhances GPT-4V’s [119]
ability to accurately ground actions to specific regions on the screen.
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2.1.3 Multi-modal WebAgents. In addition to solely utilizing tex-
tual metadata or screenshots to comprehend the environment, nu-
merous studies also leverage multi-modal data, combining their
complementary strengths to provide WebAgents with a more com-
prehensive environmental perception [42, 52, 99]. For instance,
MMAC-Copilot [91] integrates GPT-4V for interpreting visual in-
formation from screenshots while leveraging Gemini Vision [59]
to process and analyze video content, significantly enhancing the
model’s capabilities in handling multi-modal data. WebVoyager [37]
is a multi-modal WebAgent that autonomously completes web tasks
end-to-end by processing both screenshots and textual content from
interactive web elements. It leverages Set-of-Mark Prompting [117]
to overlay bounding boxes of the interactive elements on the web-
pages, significantly enhancing the agent’s decision-making ability
and enabling accurate action prediction and execution.

2.2 Planning & Reasoning

Subsequent to the perception of environmental information, We-
bAgents are generally tasked with determining the appropriate
action to execute the user’s command. This involves analyzing
the current state of the environment and utilizing the reasoning
capabilities of LFMs. As shown in Figure 2, there are three sub-
tasks involved in this process: 1) Task Planning, which focuses
on reorganizing the user’s instruction and setting sub-objectives to
help WebAgents effectively handle complex user queries; 2) Action
Reasoning, which guides WebAgents to generate appropriate ac-
tions to fulfill the user’s commands; and 3) Memory Utilization,
which equips WebAgents with internal information (e.g., previous
actions) or external information (e.g., open-world knowledge from
web search) to predict more appropriate actions.

2.2.1 Task Planning. In the context of WebAgents, the objective
of task planning is to determine a sequence of steps that the agent
should take to complete the user-defined task efficiently and ef-
fectively [112]. Based on whether WebAgents explicitly involve
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a task decomposition process, existing studies can be categorized
into two types: 1) Explicit Planning and 2) Implicit Planning,.
Explicit planning methods usually decompose user instructions
into multiple subtasks and generate actions to complete them step
by step [55, 92, 121]. For example, ScreenAgent [75] introduces a
structured workflow where the agent decomposes user tasks into
subtasks, describes the screenshot, and generates the next actions
in a function-call format. It further incorporates a reflection phase,
which guides the agent to decide whether to proceed, retry, or re-
formulate the plan based on the current progress, making the entire
workflow aligned with human thought processes. OS-Copilot [110]
introduces a versatile planner that decomposes complex user re-
quests into manageable subtasks while retrieving relevant external
information about the agent’s capabilities (e.g., available tools and
operating system information) to assist planning.

Implicit planning WebAgents directly feed the user instruction

and the environmental observation into agents without an explicit
task decomposition process [16, 49, 69]. For instance, WebWISE [94]
directly provides the task message to the agent and prompts it to
generate actions progressively based on filtered Document Ob-
ject Model (DOM) elements as observations. OpenWebAgent [42]
first uses a Web Processing Module to extract and simplify HTML
elements, perform Optical Character Recognition (OCR) [88] on
screenshots, and annotate interactive elements. Then, it introduces
an Action Generation Module to predict the next action by directly
feeding the current task and webpage context into agents.
2.2.2 Action Reasoning. Action reasoning involves leveraging the
agent’s reasoning capabilities and current environmental obser-
vations to infer the next action. Based on the strategies, existing
reasoning methods can be generally divided into two categories:
1) Reactive Reasoning and 2) Strategic Reasoning. Reactive
reasoning means that WebAgents simply receive input prompts,
including observations and instructions, and directly generate the
next actions without additional operations [38, 93, 123, 126]. For in-
stance, Agent-E [2] introduces a planner agent to generate the next
action without using complicated mechanisms. After that, a browser
navigation agent equipped with multiple predefined foundational
skills is employed to observe and interact with the environment to
accomplish the user task. ASH [67] first proposes a SUMMARIZER
prompt to condense the full webpage into an action-aware observa-
tion. During the action reasoning process, ASH directly utilizes an
ACTOR prompt to predict the next action based on the summarized
observation that contains relevant elements.

Strategic reasoning usually introduces additional operations to
enhance the agent’s action reasoning capability. Two of the most
common approaches include incorporating an additional explo-
ration process and integrating extra in-context information,
both of which can effectively improve the accuracy of the agent’s
action generation [3, 62]. For example, WebDreamer [30] proposes
a novel LLM-driven exploration strategy to simulate and predict
the outcomes of candidate actions before execution using natural
language descriptions, allowing the agent to evaluate and select the
optimal action at each step. This action simulation mechanism can
significantly enhance decision accuracy and efficiency while reduc-
ing unnecessary interactions with the webpage. Auto-intent [46]
introduces an unsupervised method to extract compact intents
from multiple target domain demonstrations and trains an intent
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predictor to forecast the next intent based on past observations
and actions. By providing top-k predicted intents as additional in-
context hints, Auto-intent enhances the agent’s performance on
large-scale real-website navigation benchmarks.
2.2.3 Memory Utilization. Beyond task planning and action rea-
soning, the effective utilization of memory is another key factor
contributing to the powerful capabilities of WebAgents. Depending
on its source, memory can generally be divided into 1) Short-term
Memory and 2) Long-term Memory. Short-term memory gen-
erally denotes the previous actions performed to accomplish the
user’s current task. Considering short-term memory when generat-
ing the next action can effectively avoid redundant operations and
improve task completion efficiency [38, 52, 68, 81, 123]. For example,
LLMPA [31] introduces a Previous Action Description Generator to
generate action descriptions based on the high-level task descrip-
tion and the corresponding historical behavior sequences. Previous
actions and their generated descriptions are injected into input
prompts as the short-term memory for the next action prediction.
Long-term memory refers to external information that persists
over time, such as action trajectories from previously executed tasks
and knowledge acquired by online search. By retrieving this exter-
nal knowledge as a reference, task success rates of WebAgents
can be significantly improved [94, 101, 110, 121]. For instance,
Agent S [3] leverages both Online Web Search for external knowl-
edge and Narrative Memory for internal task-specific experience
that includes summaries of both successful and failed trajectories
to generate a sequence of subtasks that can accomplish the user
instruction. After that, some similar subtask experience is also
retrieved and used for the action generator to predict the next ac-
tion. Synapse [129] first processes the raw web state into concise
task-relevant observations to reduce the computational overhead
and introduces a trajectory-as-exemplar (TaE) prompting strategy,
which retrieves similar trajectories (i.e., sequences of abstracted
states and actions) to guide the generation of the next action.

2.3 Execution

The final step for WebAgents to complete the user’s command is
to interact with the webpages and execute the generated actions.
As shown in Figure 2, there are two tasks during this process: 1)
Grounding, which aims to locate the elements within the webpage
that agents will interact with, and 2) Interacting, which focuses
on performing specific actions on the selected elements.

2.3.1 Grounding. Since webpages often contain numerous in-
teractive elements, selecting the correct element to execute the
generated action is crucial for completing the user’s task. Based
on the grounding strategies of WebAgents, we categorize exist-
ing research into two categories: 1) Direct Grounding and 2)
Inferential Grounding. Direct grounding refers to WebAgents
directly generating the coordinates of the candidate element within
a screenshot or selecting an element from the entire HTML for
interactions [42, 52, 118, 123]. For example, ShowUI [62] directly
guides the agent to generate the correct action (e.g., [CLICK]) and
its corresponding parameters (e.g., coordinates for [CLICK]) to lo-
cate the elements within the webpage that the action will perform.
Auto-intent [46] leverages the HTML elements as the in-context
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example and guides the agents to correctly select the target element
that the generated action will operate on.

Inferential grounding involves leveraging extra auxiliary mod-

ules to locate target elements [3, 38, 81, 83]. For instance, Ponder &
Press [100] introduces a general-purpose multi-modal LLM as an
interpreter, responsible for translating high-level user instructions
into detailed action descriptions, and a GUI-specific multi-modal
LM as a locator, which accurately identifies the target GUI ele-
ments within visual screenshots based on the generated action
descriptions. OSCAR [99] introduces a dual-grounding observation
approach that contains visual grounding and semantic grounding.
Visual grounding uses Set-of-Mark Prompting with precise ele-
ment bounding boxes extracted from the accessibility tree, and
explicit semantic grounding annotates key elements with descrip-
tive labels. This dual-grounding strategy significantly improves GUI
understanding, enabling OSCAR to accurately locate and interact
with GUI elements in complex and dynamic web environments.
MindAct [18] introduces a two-stage framework that first uses a
fine-tuned small LM to rank and filter webpage elements, followed
by an LLM that processes the selected elements to predict both the
target element and the required action.
2.3.2 Interacting. Finally, WebAgents need to interact with the
target element using the generated actions. By repeating the above
steps multiple times, WebAgents can complete the user’s complex
task. Based on the approach WebAgents interact with the webpages,
existing studies can be generally categorized into two classes: 1)
Web Browsing-based and 2) Tool-based methods. Web browsing-
based methods utilize typical actions that humans employ when
navigating websites, such as clicking, scrolling, and typing [38, 62,
84, 100, 116]. For example, NaviQAte [83] defines three widely-used
actions [Click], [Type], and [Select] to perform the web application
navigation task. AgentOccam [118] simplifies the action space for
WebAgents by removing redundant, low-utility, and embodiment-
dependent actions, while introducing high-level commands like
[Note], [Stop], and so on, significantly enhancing the interacting
efficiency of WebAgents.

Tool-based methods involve using additional tools, such as ap-
plication programming interfaces (APIs), to interact with the web-
pages [30, 71, 90, 110]. For instance, API-calling agent [90] intro-
duces a novel framework that expands the traditional WebAgent
action space by incorporating direct API interactions, enabling
agents to bypass GUI-based interactions entirely, improving effi-
ciency and adaptability for real-world online tasks. Infogent [30]
proposes to utilize external tools like Google Search API to navi-
gate the web and a scraper to extract webpage contents for web
information aggregation tasks.

3 Training of WebAgents

There are two fundamental aspects in the training of WebAgents:
1) Data serves as the cornerstone of WebAgent training, providing
diverse and representative samples that help models learn web-
specific patterns. 2) Training Strategies indicate how WebAgents
acquire and refine their capabilities through different approaches.
The overall training framework of WebAgents is presented in Fig-
ure 3, including constructing training data and training strategies.
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3.1 Data

Data serves as the foundation that powers contemporary WebAgents,
with training data construction encompassing two essential steps:
1) Data Pre-processing, which refines and structures the data
to enhance its usability and quality, and 2) Data Augmentation,
which augments both the quantity and diversity of the dataset.
3.1.1 Data Pre-processing. Web environments usually encompass
multiple modalities, such as text and images, as well as diverse
data formats across platforms. The multi-modal nature of web data
offers rich information that facilitates a deeper understanding of
the current environment. However, the discrepancies across differ-
ent modalities and inconsistencies in data granularity also present
significant challenges. To effectively utilize the multi-modal infor-
mation, several studies propose various approaches for modality
alignment [8, 78]. For instance, Liu et al. [64] capture critical web
elements and layout structures through screenshots and augmented
accessibility trees, enhancing rich interactions between text and
visuals while filtering out irrelevant data within websites. Gou et al.
[28] construct <screenshot, referring expression, coordinates> triplets
for multi-modality alignment, where the referring expressions are
generated based on HTML, incorporating visual, positional, and
functional information. Moreover, web environments across differ-
ent platforms usually manifest data discrepancies, such as naming
conflicts, requiring robust format alignment. For example, the
action tap on mobile devices corresponds to click on PCs, poten-
tially confusing model consistency in understanding and executing
tasks across platforms. To address this issue, OS-Atlas [111] aligns
the action space in cross-platform datasets, mitigating potential
inconsistencies introduced by heterogeneous data integration.
3.1.2 Data Augmentation. Large-scale data serves as the founda-
tion for the emergent intelligence of LFMs. For LFM-empowered
WebAgents, it is also crucial to collect large volumes of diverse
training data, thereby enhancing their capabilities to accurately
perceive website environments, reason next action, and execute
complex web-based operations. Depending on the methods of data
acquisition, data augmentation approaches can be categorized into
two distinct types: 1) Data Collection and 2) Data Synthesis.

Data collection involves gathering data from public datasets or
directly from real-world scenarios. Rather than indiscriminately
aggregating all available data [7], some studies like ShowUI [62]
demonstrate that cautiously sampling high-quality, representative
data from public datasets can significantly enhance WebAgents’
performance. While data annotated by human experts exhibits high
quality, its labor-intensive process limits the total amount of the
resulting datasets, leading to undertrained models with limited
generalization to unseen online contexts. To address this challenge,
several autonomous generation methods have been proposed to con-
struct cost-effective datasets without reliance on human assistance
or VLMs [84, 85]. For instance, UINav [57] mitigates the pressure
of scarce training data by randomizing the attributes of secondary
Ul elements, such as text embedding or element offsets, to augment
demonstrations without additional data collection overhead.

Data synthesis involves automatically generating plausible web-
relevant datasets using LLMs or VLMs to enrich training data when
real-world samples are insufficient or costly to obtain. Beyond some
basic data synthesis approaches that merely crawl elements from
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Figure 3: Illustration of the training for WebAgents. There are two processes to construct the training data: 1) Data Pre-processing
aims to reduce discrepancy across various data modalities and formats, and 2) Data Augmentation enhances the quantity
and diversity of the training data. For training strategies, there are mainly four categories: 1) Training-free approach directly
utilizes prompts to guide LFMs in completing web tasks, 2) GUI Comprehension Training aims to enhance GUI understanding
capabilities of general-purpose LFMs, 3) Task-specific Fine-tuning improves task-oriented capabilities of WebAgents, and 4)
Post-training interacts with webpages to receive rewards for further optimizing the policy of WebAgents.

webpages and generate annotations for these elements, a group of
studies focuses on creating rich question-answering (QA) pairs to
further advance the GUI understanding of WebAgents, including
general QA pairs [5, 13] and interaction-focused QA pairs [14, 60].
Complementing these QA-based approaches, some studies utilize
VLMs to produce trajectory-related data that captures sequential in-
teractions for explicit planning and reasoning [76, 116]. For example,
AgentTrek [115] leverages collected web tutorials as step-by-step
instructions to simulate execution trajectories. Moreover, NNet-
Nav [73] generates substantial, realistic, and interactive trajectory
data through a hierarchical exploration policy and pruning tech-
niques to navigate websites within an exponentially large space.

3.2 Training Strategies

Once large datasets are collected, effectively using them for We-
bAgent training is essential. Depending on the training strategies
employed, which differ in learning paradigms, data usage, and
optimization objectives, existing studies can generally be divided
into four categories: 1) Training-free, 2) GUI Comprehension
Training, 3) Task-specific Fine-tuning, and 4) Post-training.

3.2.1 Training-free. The rapid evolution of LFMs, endowed with
human-like intelligence and robust comprehension of visual and
textual information, substantially boosts the development of in-
telligent WebAgents. Building upon these capabilities, training-
free methods directly adapt LFMs as specialized WebAgents, har-
nessing well-crafted prompts to guide models in executing web
tasks without any architectural modifications or parameter up-
dates [12, 80, 102, 103]. For example, CoAT [122] proposes a chain-
of-action-thought prompting paradigm, which integrates actions
and thoughts to enable more efficient navigation capabilities. The
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paradigm incorporates screen descriptions, previous actions, and
their current outcomes to offer explicit explanations behind the next
action determination, alongside generating textual descriptions of
the subsequent step and its potential results.

3.2.2 GUI Comprehension Training. Although general-purpose
LFMs are extensively trained on enormous datasets, these mod-
els often fall short in GUI-aware capabilities, particularly screen
understanding and OCR, hindering them to comprehend and in-
teract effectively with webpages. Specifically, general LFMs might
focus on decorative icons or background text instead of the key
interface elements, leading to misinterpretations of available func-
tionalities [64]. To bridge this gap, numerous GUI comprehension
training approaches are developed to enhance the critical foun-
dational GUI understanding capabilities of WebAgents through
supervised learning on large-scale web datasets [7, 20, 84, 109, 111].
For instance, Aguvis [116] introduces a two-stage training para-
digm that begins with unifying GUI environments as images and
concentrates on equipping the model to comprehend and interact
with objects within a single GUI screenshot during the pre-training
stage, laying a robust GUI comprehension foundation for subse-
quent fine-tuning. Moreover, given the context sensitivity of the
Ul elements, LVG [78] introduces layout-guided contrastive learn-
ing, which captures the semantics of individual Ul elements based
on their visual organization, further enhancing the model’s GUI
comprehension.

Beyond the aforementioned approaches that focus on introduc-
ing new training objectives or stages, several approaches also in-
corporate additional components during training to strengthen the
GUI understanding capabilities of general-purpose LFMs. For ex-
ample, Spotlight [54] implements Region Summarizer to extract
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the most essential regions of screenshots based on VLM encod-
ing, thereby facilitating GUI understanding. ScreenAl [5] employs
Pix2Struct [53], a versatile patching strategy that maps visual el-
ements to their corresponding HTML. This approach enables the
model to adapt its image understanding capabilities to the specific
context of Ul-related screenshots.

3.2.3 Task-specific Fine-tuning. Although WebAgents can effec-
tively understand environmental information through GUI com-
prehension training, accurately reasoning and generating the next
steps for web interactions based on user tasks remains a significant
challenge due to the complexity of web environments and the diver-
sity of user objectives in web automation. Therefore, task-specific
fine-tuning aims to equip WebAgents with web task-oriented skills,
such as planning, reasoning, and interacting capabilities [26, 31, 73,
84, 116]. For instance, Gur et al. [34] propose an LLM-driven agent
fine-tuned with scripted planning datasets, which decomposes natu-
ral language instructions into manageable sub-instructions, summa-
rizes lengthy HTML documents into task-relevant snippets, and exe-
cutes actions through self-generated Python programming. Besides,
WebGUM [25] proposes a data-driven offline supervised fine-tuning
process that adapts WebAgents for web navigation tasks based on
instruction-following format problems and chain-of-thought exam-
ples across a variety of domains. The web navigation action output
is in free-form text, enhancing the flexibility and adaptability to
tackle real-world web navigation.

3.2.4 Post-training. Post-training allows WebAgents to contin-
uously adapt and improve after supervised training when facing
exponentially large and dynamic web environments. Given the
open-domain nature of interactive web exploration, training meth-
ods relying solely on static datasets face clear limitations, mak-
ing reinforcement learning a key post-training technique. As web
interfaces constantly evolve and user requirements change, rein-
forcement learning enables WebAgents to adapt in real-time by
exploring dynamic environments and learning from interaction
feedback [24, 40, 52, 95]. For instance, AutoGLM [65] follows a
progressive reinforcement learning framework that enables a con-
tinuous self-evolving learning paradigm through autonomous in-
teractions with web environments. The knowledge it acquires from
real websites is inherently dynamic, enabling the system to adapt
and refine its decision-making capability in real-time.

4 Trustworthy WebAgents

Alongside the remarkable progress of WebAgents, a growing body
of research and real-world incidents has highlighted the inher-
ent risks and challenges associated with WebAgents. Recent stud-
ies have begun to reveal the potential threats posed by agents
closely integrated with web systems. These threats range from
unreliable and opaque decision-making in safety-critical contexts
to the perpetuation of bias and unfairness towards marginalized
communities [19, 58]. Moreover, concerns have been raised about
the inadvertent exposure of user privacy and sensitive business
information, further emphasizing the critical need to ensure the
security of WebAgent technologies. Additionally, limitations in gen-
eralizability pose serious risks for WebAgents when confronted
with diverse and unforeseen situations, potentially leading to criti-
cal failures in handling out-of-distribution data or operating across
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different domains. Consequently, developing advanced techniques
for trustworthy WebAgents has become an area of increasing inter-
est for researchers, primarily focusing on creating and deploying
Al systems that prioritize Safety & Robustness, Privacy, and
Generalizability.
1) Safety & Robustness. WebAgents need to be resilient to both
noisy changes and adversarial attacks, which is essential due to the
complexity and volatility of the real web environments in which
they operate [32, 120]. Motivated by these concerns, AdvWeb [113]
explores the vulnerabilities of VLM-based WebAgents to black-box
attacks, such as the injection of adversarial prompts into webpages.
These vulnerabilities could result in significant issues, including
inappropriate stock purchases or erroneous bank transactions. An-
other instance of such threats is WIPI, a novel web threat that
indirectly manipulates WebAgents to carry out malicious instruc-
tions embedded in publicly accessible webpages [106]. To provide
a thorough investigation, several rigorous benchmarks have been
presented. For example, ARE [104] includes 200 targeted adversarial
tasks and assessment scripts within a realistic threat model using
VisualWebArena [48], a real-world environment for WebAgents.
Additionally, Kumar et al. [51] develop a comprehensive test suite
called BrowserART, specifically designed for red-teaming browser
agents. This suite comprises 100 diverse harmful behaviors related
to browsers. Their findings indicate that refusal-trained models can
be easily compromised when functioning as browser agents.
Aiming to address the safety concerns associated with WebAgents,
advanced methods have been proposed. For example, Step [89]
dynamically composes policies for web actions into a Markov De-
cision Process, ensuring that WebAgents effectively manage the
handoff of control between different policies. Another common
solution involves enabling WebAgents to converse with each other
to successfully accomplish complex tasks [108]. This collaborative
approach allows agents to verify the accuracy and appropriateness
of actions before execution.
2) Privacy. WebAgents have demonstrated remarkable potential
in autonomously completing a wide range of tasks on real web-
sites, significantly boosting human productivity. However, web
tasks, such as booking flights, often involve users’ personal data,
financial details, and proprietary business information, which may
be exposed to potential privacy risks if WebAgents accidentally
interact with compromised websites [125]. Protecting privacy is
crucial to safeguarding the data used by WebAgents from breaches
and unauthorized access. Building on this understanding, Wang
et al. [97] have explored the privacy risks associated with LLM
agents, particularly concerning their memory. Their research intro-
duces a black-box attack known as the Memory EXTRaction Attack
(MEXTRA), which examines the vulnerability of LLM agents in pre-
venting the extraction of private information from memory across
various scenarios, including web applications. Furthermore, Liao
et al. [61] propose an Environmental Injection Attack (EIA) to ex-
plore two adversarial objectives within web environments: stealing
specific personal information from users or capturing entire user
requests. It involves injecting malicious content that is tailored to
adapt effectively to the environments in which the agents operate.
3) Generalizability. The effectiveness of many WebAgents de-
pends on the assumption that both their training and testing data
originate from the same distribution. However, this assumption
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often fails due to the out-of-distribution (OOD) issue, which oc-
curs when the training and testing data come from different dis-
tributions [6, 56, 77]. This mismatch poses significant challenges
for deploying WebAgents in critical situations, highlighting the
need to ensure generalizability in trustworthy WebAgents. To ad-
dress this challenge, Mind2Web [18] has been developed as the
first dataset aimed at creating and evaluating generalist WebAgents.
Mind2Web includes over 2,000 open-ended tasks gathered from
137 websites across 31 domains, along with crowd-sourced action
sequences for these tasks. It offers three essential components for
building generalist WebAgents: (i) a variety of domains, websites,
and tasks, (ii) the use of real-world websites rather than simulated
or simplified ones, and (iii) a wide range of user interaction pat-
terns. Recently, a World-Model-Augmented (WMA) WebAgent has
been introduced [11], representing a groundbreaking advancement
in incorporating world models into LFM-empowered WebAgents.
WMA lays the groundwork for policy adaptation by utilizing feed-
back from simulated environments during web navigation, and its
LLM backbone is trained with a novel method known as transition-
focused observation abstraction. Mazzaglia et al. [70] introduce an
agent learning framework called GenRL, which connects and aligns
the representation of foundation VLMs with the latent space of
generative world models for reinforcement learning without any
language annotations. This framework enables the specification
of tasks through vision and/or language prompts, grounds these
tasks in the dynamics of the embodied domain, and facilitates the
learning of corresponding behaviors through imagination.

In addition to the three dimensions previously discussed, trust-
worthy WebAgents also encompass other important dimensions,
such as Fairness and Explainability [63]. While these aspects are
crucial, they are still in the early stages of development, with limited
literature available, particularly concerning WebAgent techniques.
Therefore, we will explore these dimensions as future research
directions requiring dedicated efforts in the next section.

5 Future Directions

As research on WebAgents remains in its nascent stages, this section
aims to discuss several promising research directions in the future.
1) Fairness and Explainability of WebAgents. Existing research [4]
primarily focuses on enhancing the capabilities of WebAgents,
while their trustworthiness remains largely under-explored, par-
ticularly in terms of Fairness and Explainability [63, 98]. Fairness
requires WebAgents to operate without bias in perception, reason-
ing, and execution. For instance, when users of different genders
request WebAgents to search for suitable job positions, the agents
should handle these requests fairly rather than relying on prior
assumptions, such as suggesting that men are more suited to be
lawyers while women are more suited to be nurses. Explainabil-
ity requires that WebAgents be capable of justifying their actions,
helping users understand their internal mechanisms, and ensuring
their reliability in high-stakes environments, such as stock invest-
ment [1] and molecular design [66].

2) Datasets and Benchmarks of WebAgents. The systematic eval-
uation of WebAgents has emerged as a critical research focus, with
several comprehensive benchmarks developed to rigorously assess
their performance [86, 114, 132]. Despite the remarkable success,
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most benchmarks focus on limited facets of functionality or partic-
ular use cases, often overlooking crucial aspects such as adapting
to varied web layouts, resilience in the face of unforeseen errors, or
proficiency in managing intricate tasks. Moreover, many existing
assessments fail to adequately address real-world complexities, in-
cluding fluctuating internet speeds, inconsistent website structures,
and the need for sustained contextual reasoning across prolonged
interactions. Therefore, there is an urgent need for more compre-
hensive and well-rounded benchmarks that can fully evaluate the
wide-ranging capabilities of WebAgents.

3) Personalized WebAgents. While existing LFM-empowered We-
bAgents have demonstrated impressive capabilities in various web
tasks, they still face significant limitations in personalization due
to their massive parameter size (often in the billions) and expensive
training costs. Therefore, developing WebAgents that simultane-
ously demonstrate robust capabilities while offering meaningful
personalization represents a challenging yet promising research di-
rection. To tackle this challenge, researchers have begun exploring
innovative approaches, such as integrating Retrieval-Augmented
Generation (RAG) systems [21] with memory mechanisms that
encompass both long-term [36, 130] and short-term [72, 131] com-
ponents. Specifically, the long-term memory supports WebAgents
by retrieving and storing relevant information over extended peri-
ods, enabling WebAgents to maintain a consistent and personalized
understanding of the user. In contrast, short-term memory allows
WebAgents to quickly adapt to immediate contextual cues in real-
time prompts, ensuring responsive and dynamic adjustments to
the current conversation or task. By integrating these elements,
personalized WebAgents can achieve higher adaptability, offering
tailored solutions that better meet individual user needs.

6 Conclusion

Web tasks have become an integral part of people’s daily lives, as
individuals rely on the web for various activities. Despite the im-
portance of the web, many daily web tasks remain repetitive and
time-consuming. Recently, extensive efforts have been made to de-
velop autonomous WebAgents capable of completing these complex
web tasks based on user instructions. With the rapid advancements
in WebAgents, there is an urgent need to review existing studies
systematically. To address this gap, in this paper, we comprehen-
sively summarize recent developments in WebAgents from three
perspectives: architectures, training, and trustworthiness, provid-
ing researchers with a clear overview of this field. Furthermore,
as research on WebAgents is still in its early stages, we discuss
potential research directions to offer insights and inspiration to the
research community.
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