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Training of WebAgents
q There are two fundamental aspects in the training of WebAgents:

Ø Data provides diverse and representative samples for WebAgent training.
Ø Training Strategies indicate how WebAgents acquire and refine their capabilities.
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Data
q Data fuels WebAgent's ability to tackle complex web environments.
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Screenshots

HTML

QA pairs

Navigation ExamplesAnnotations

Ø Multi-modalities, Multi-platforms, Varied Website Types…



Data Pre-processing

q Data Pre-processing refines and structures the data to enhance its quality and usability.

q What are the main challenges in data pre-
processing for web environments?

Ø Modality alignment challenges: Web environments 
contain multiple modalities (text, images, various 
formats)

Ø Format alignment challenges: Cross-pla)orm data 
exists with inconsistencies, such as naming conflicts 
(e.g., "tap" on mobile vs. "click" on PC).
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Data Pre-processing

Liu, Junpeng, et al. "Harnessing Webpage UIs for Text-Rich Visual Understanding." The Thirteenth International Conference on Learning Representations.

q MultiUI: For Text-rich Visual Understanding 

Ø Input Modalities: Screenshots and Accessibility Tree.

Ø Target: Capture critical web elements and layout structures.
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Data Pre-processing
q MultiUI: Task samples in Task Extraction (from 9 Distinct Types)

Liu, Junpeng, et al. "Harnessing Webpage UIs for Text-Rich Visual Understanding." The Thirteenth International Conference on Learning Representations.
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Data Augmentation

q Challenge: Training data scarcity.

q Goals: Model robustness and generalization.

q Approaches: Data augmentation.

Ø Data Collection: Gathering data from public datasets 
or real-world scenarios.

Ø Data Synthesis: Automatically generating web-
relevant datasets using LLMs or VLMs.
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q ShowUI

Data Augmentation

q Well-selected Instruction-following 
Dataset

Ø Introduce a small, high-quality 
instruction-following dataset.

Ø Develop a rebalanced sampling strategy 
to address the substantial imbalance in 
UI data.

Lin, Kevin Qinghong, et al. "Showui: One vision-language-action model for gui visual agent." Proceedings of the Computer Vision and Pattern Recognition Conference. 2025.
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Lin, Kevin Qinghong, et al. "Showui: One vision-language-action model for gui visual agent." Proceedings of the Computer Vision and Pattern Recognition Conference. 2025.

q ShowUI

Data Augmentation

Ø UI-Guided Visual Tokens Selection
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Chen, Qi, et al. "Webvln: Vision-and-language navigation on websites." Proceedings of the AAAI Conference on Artificial Intelligence. Vol. 38. No. 2. 2024.

q WebVLN: Vision-and-Language Navigation on Websites

Data Augmentation

Ø Automatic Path Generation.

Ø LLM-aided Question-Answer Generation.
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q WebVLN

Data Augmentation

Chen, Qi, et al. "Webvln: Vision-and-language navigation on websites." Proceedings of the AAAI Conference on Artificial Intelligence. Vol. 38. No. 2. 2024.
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Training Strategies

q Training Strategies are the Engine for WebAgent Capability Development

q Why Training Strategies are Critical?

Ø Enable Skill Acquisition: Training strategies 
equip WebAgents with different capabilities to 
efficiently learn and master complex Web tasks.

Ø Continuous Evolution: Training strategies refine 
and adapt Agents to emerging challenges in 
dynamic Web environments, maintaining 
reliability.

q How to Systematically Develop Advanced 
Capabilities?
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Training-free
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Training-free methods: directly adapt LFMs as WebAgents using well-crafted 
      prompts to execute web tasks.
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Training-free

Zhang, Jiwen, et al. "Android in the Zoo: Chain-of-Action-Thought for GUI Agents." Findings of the Association for Computational Linguistics: EMNLP 2024. 2024.

q CoAT

Ø Agent Workflow: !Observe →" Think →▶ Predict →$ Reflect.
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Training-free

q CoAT q Three typical prompting

Ø Chain-of-Action

Ø Chain-of-Thought

Ø Chain-of-Action-Thought

Zhang, Jiwen, et al. "Android in the Zoo: Chain-of-Action-Thought for GUI Agents." Findings of the Association for Computational Linguistics: EMNLP 2024. 2024.
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GUI Comprehension Training
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GUI Comprehension Training methods: enhance the critical foundational 
GUI understanding capabilities of WebAgents.
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GUI Comprehension Training

Xu, Yiheng, et al. "Aguvis: Unified Pure Vision Agents for Autonomous GUI Interaction." Forty-second International Conference on Machine Learning.

q Aguvis: Unified Pure Vision Agents

Ø Challenge: Dependence on Platform-specific Representations.

Ø Approach: Operate directly on screen images.
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GUI Comprehension Training

Xu, Yiheng, et al. "Aguvis: Unified Pure Vision Agents for Autonomous GUI Interaction." Forty-second International Conference on Machine Learning.

q Aguvis

Ø Template-augmented Grounding Data (dual-

source): 

1) Existing GUI datasets

2) Data Synthesis

Ø Grounding packing strategy (A single-image-

multiple-turn format): MulFple instrucFon-acFon 

pairs are bundled into a single image.
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GUI Comprehension Training

Qian, Yijun, et al. “Visual grounding for user interfaces.” NAACL 2024 (Industry Track). 2024.

q LVG

115

q Challenge: Similar-looking elements distinction

q Method: Layout-guided Visual Grounding

Ø Examples of Element Groupings

q Challenges: Deployment difficulty + Costly 

two-step process

q Method: Unify Detection and Grounding



GUI Comprehension Training
q LVG: Layout-guided Contrastive Learning

Ø Capture the semantics of individual UI elements based on their visual organization.

116
Qian, Yijun, et al. “Visual grounding for user interfaces.” NAACL 2024 (Industry Track). 2024.



Task-specific Fine-tuning
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Task-specific Fine-tuning methods: equip WebAgents
      with web task-oriented skills.
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Task-specific Fine-tuning

Gur, Izzeddin, et al. "A Real-World WebAgent with Planning, Long Context Understanding, and Program Synthesis." The Twelfth International Conference on Learning Representations.

q HTML-T5: An LLM-driven Agent Fine-tuned with Scripted Planning Datasets.

q Challenge: Generalization Gap

Ø Dynamic Environment Interaction: Open-Ended Action Space

Ø Noisy & Long HTML Documents
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Task-specific Fine-tuning
q HTML-T5: Dual-Model Architecture

Ø Handles planning & HTML summarization

Ø Generates executable Python code for 

actions

Gur, Izzeddin, et al. "A Real-World WebAgent with Planning, Long Context Understanding, and Program Synthesis." The Twelfth International Conference on Learning Representations.
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Task-specific Fine-tuning

Furuta, Hiroki, et al. "Multimodal Web Navigation with Instruction-Finetuned Foundation Models." The Twelfth International Conference on Learning Representations.

q WebGUM: Redefine web navigation as “Multi-turn, Multimodal Instruction-Following”.

Ø Challenge: Costly exploratory interactions + Poor Cross-Domain Generalization.

Ø Approach: Data-Driven Offline Training with Instruction-Following.
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Task-specific Fine-tuning

q WebGUM

q Input

Ø Screenshots, action history, 

instruction, and HTML.

q Training

Ø Jointly fine-tune LM+ViT.

q Output

Ø Text-formatted executable 

actions.

Furuta, Hiroki, et al. "Multimodal Web Navigation with Instruction-Finetuned Foundation Models." The Twelfth International Conference on Learning Representations.
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Post-training
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Post-training methods:

Continuously adapt 
and improve when 
facing exponentially 
large and dynamic 
web environments.
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Post-training

Lai, Hanyu, et al. “Autowebglm: A large language model-based web navigating agent.” SIGKDD 2024. 2024.

q AutoWebGLM

Ø LM Agent: Curriculum learning from multi-source data + Post-training Bootstrapping (RL+SFT).

Ø Interaction Framework: Real-time agent adaptation in dynamic web environments.
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Post-training

q AutoWebGLM: Multi-Stage Learning

Lai, Hanyu, et al. “Autowebglm: A large language model-based web navigating agent.” SIGKDD 2024. 2024.
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Training Strategies
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Post-training

Task-specific 
Fine-tuning

GUI Comprehension 
Training

Training-free q Pros: Fast deployment, no additional training cost.
q Cons: Fall short in GUI-aware capabilities, hard to satisfy different user 

objectives.

q Pros: Improved GUI understanding and interaction capabilities in Web.

q Cons: Require numerous data.

q Pros: Equipped with web task-oriented skills.

q Cons: Require numerous labeled task data. 

q Pros: Continuously adapt and improve according to web environments.

q Cons: Additional computational resources, Require stability monitoring.

ü These strategies can be combined for optimal performance.
125



¤ Part 1: Introduction of RecSys in the era of LLMs

¤ Part 2: Preliminaries of AI Agents and LFM-based WebAgents

¤ Part 3: Architectures of WebAgents

¤ Coffee Break

¤ Part 4: Training of WebAgents

¤ Part 5: Trustworthy WebAgents

¡ Part 5: Future directions of WebAgents

Tutorial Outline

Website of this tutorial 
Check out the slides and more information!



Trustworthy AI

Yoshua Bengio. AI pioneer: ‘The dangers of abuse are very real’. 2019 interview with Nature. doi: https://doi.org/10.1038/d41586-019-00505-2.
Image Credit: Liu, Haochen, et al. "Trustworthy ai: A computational perspective." ACM Transactions on Intelligent Systems and Technology 14.1 (2022): 1-59.

“We need to make sure that machines are aligned with our values and that we keep control over them.”  
--Yoshua Bengio (winner of the prestigious Turing award, 2019 interview with Nature)
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Trustworthy WebAgents

q WebAgents hold great promise for bringing significant convenience to our daily lives, 
but can we truly trust them to act on our behalf?
Ø Adversarial perturbations
Ø Sensitive information
Ø Unseen tasks and domains
Ø …….

q Three of the most crucial dimensions:

Safety &
Robustness

Privacy Generalizability
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Safety & Robustness

q Recent advances in AI models' ability to find and exploit cybersecurity vulnerabilities
autonomously has grown across multiple benchmarks.

Bengio, Yoshua, et al. "International ai safety report." arXiv preprint arXiv:2501.17805 (2025).
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Safety & Robustness

q ARE: Dissecting Adversarial Robustness of Multimodal LM Agents. 

Wu, Chen Henry, et al. "Dissecting Adversarial Robustness of Multimodal LM Agents." The Thirteenth International Conference on Learning Representations (ICLR 2025).

ü This paper studies the robustness of agents under targeted adversarial 
attacks. The attack is injected in the environment (as text or image), and the 
authors evaluate if the agent achieves the adversarial goal.

132



Safety & Robustness

q ARE: Dissecting Adversarial Robustness of Multimodal LM Agents 

Ø Definition: An agent graph shows how information flows when the agent interacts 
with the environment.

Ø Constraint: The attacker cannot manipulate the user goal or the agent (e.g., prompts, 
model parameters) directly. Instead, they can only access a limited part of the 
environment.

Wu, Chen Henry, et al. "Dissecting Adversarial Robustness of Multimodal LM Agents." The Thirteenth International Conference on Learning Representations (ICLR 2025).
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Safety & Robustness

q ARE: Agent Robustness Evaluation

Chen Henry Wu, et al. Dissecting Adversarial Robustness of Multimodal LM Agents. ICLR.

Ø We can analyze and interpret the robustness of individual components by 
comparing the edge weights of incoming and outgoing edges.

Ø Adding a new component to an agent can either improve (a, b) or harm (c) 
robustness. 
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Safety & Robustness

q ARE: Robustness of Policy Models

Ø (A) With text access, the prompt injection attack on a GPT-4o-based policy model achieves an ASR of 40%.
Ø (B) While captioners are commonly used to improve agent performance, they simultaneously introduce 

increased security risks. 
Ø (C) Attacks on CLIP models can generalize to the policy model through its captioner (38%).
Ø (D) It suggests the difficulty of the generalization from CLIP models to black-box LMs (10%).

Wu, Chen Henry, et al. "Dissecting Adversarial Robustness of Multimodal LM Agents." The Thirteenth International Conference on Learning Representations (ICLR 2025).
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Safety & Robustness

q ARE:  Defenses

û Data delimiter + system prompt
ü Paraphrase defense
ü Explicit consistency check
ü Instruction hierarchy

Wu, Chen Henry, et al. "Dissecting Adversarial Robustness of Multimodal LM Agents." The Thirteenth International Conference on Learning Representations (ICLR 2025).
136



Safety & Robustness

q AdvWeb: Vulnerabilities, e.g., malicious website 

Xu, Chejian, et al. "Advweb: Controllable black-box attacks on vlm-powered web agents." arXiv preprint arXiv:2410.17401 (2024).
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Safety & Robustness

q AdvWeb: Targeted Blacked-Box Attack Against Web Agents 

Ø Attack Objective: To consider targeted attacks against the web agents that change 
the agent’s action to a targeted adversarial action.

Xu, Chejian, et al. "Advweb: Controllable black-box attacks on vlm-powered web agents." arXiv preprint arXiv:2410.17401 (2024).
138

Ø Attack Constraints: For the stealthiness, they impose a constraint on the attack that 
the rendered image must remain unchanged even after the attack on the HTML 
contents. Regarding the controllability constraint, the attacker can swiftly adapt to 
anew adversarial target by simply modifying the adversarial prompt, without 
needing further interaction and optimization with the agent.

Ø Environment Access and Attack Scenarios: The attacker only has access to the HTML 
content on the website, and the only capability is limited to altering the content 
to adversarial contents.



Safety & Robustness

q AdvWeb Prompter Model Training 

Ø Maximizing its probability in generating successful adversarial jailbreaking prompts that 
mislead the web agent to perform the target action.

Xu, Chejian, et al. "Advweb: Controllable black-box attacks on vlm-powered web agents." arXiv preprint arXiv:2410.17401 (2024).
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Safety & Robustness

q AdvWeb: Case Study

Xu, Chejian, et al. "Advweb: Controllable black-box attacks on vlm-powered web agents." arXiv preprint arXiv:2410.17401 (2024).
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Safety & Robustness

q Refusal-Trained LLMs Are Easily Jailbroken As Browser Agents.

Kumar, Priyanshu, et al. "Refusal-trained llms are easily jailbroken as browser agents." arXiv preprint arXiv:2410.13886 (2024).
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Safety & Robustness

q Refusal-Trained LLMs Are Easily Jailbroken As Browser Agents

Ø LLMs are much more susceptible to jailbreaking attacks when operating 
as browser agents compared to their performance as chatbots.

Kumar, Priyanshu, et al. "Refusal-trained llms are easily jailbroken as browser agents." arXiv preprint arXiv:2410.13886 (2024).
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Safety & Robustness

q Summary.

Ø The safety of WebAgents is a growing concern as large language models (LLMs) 
are increasingly deployed to interact with the web.

Ø Recent research highlights that, while LLMs may be trained to refuse harmful 
instructions in chatbot settings, their safety alignment can be significantly 
weakened when they operate as web agents.

Ø This makes them more vulnerable to adversarial attacks, such as prompt 
injections and jailbreaking, especially when exposed to malicious web content.

Ø As a result, ensuring robust safety defenses for WebAgents is critical to prevent 
misuse and protect users.
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Privacy

q Motivations: WebAgents often interact with personal or confidential information (such 
as emails, financial data, or private messages). 

Yan, Biwei, et al. "On protecting the data privacy of large language models (llms): A survey." arXiv preprint arXiv:2403.05156 (2024).
145



Privacy

q MEXTRA: Unveiling Privacy Risks in LLM Agent Memory.

Wang, Bo, et al. "Unveiling privacy risks in llm agent memory." arXiv preprint arXiv:2502.13172 (2025).

Ø RQ1: Can we extract private information stored in the memory of LLM agents?

Ø RQ2: How do memory module configurations influence the attackers’ 
accessibility of stored information?

Ø RQ3: What prompting strategy can enhance the effectiveness of memory 
extraction?

146



Privacy

q MEXTRA: Unveiling Privacy Risks in LLM Agent Memory

Wang, Bo, et al. "Unveiling privacy risks in llm agent memory." arXiv preprint arXiv:2502.13172 (2025).
147



Privacy

q MEXTRA: Evaluations

Ø All baselines perform consistently worse across nearly all metrics, highlighting the effectiveness of 
our design in exposing memory privacy risks.

Ø The choice of embedding model has only a slight influence on extraction results, with no consistent 
trend across agents.

Wang, Bo, et al. "Unveiling privacy risks in llm agent memory." arXiv preprint arXiv:2502.13172 (2025).
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Privacy

q MEXTRA: Evaluations

Ø Increasing the memory size from 50 to 500 generally results in higher EN and EE for both agents.
Ø The retrieval depth k also significantly influences the extracted number. A larger k consistently leads 

to a higher extracted number as more queries are retrieved, making the agent vulnerable to 
extraction attacks.

Wang, Bo, et al. "Unveiling privacy risks in llm agent memory." arXiv preprint arXiv:2502.13172 (2025).
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Privacy

q EIA: Environmental injection attack on generalist web agents for privacy leakage.

Liao, Zeyi, et al. "Eia: Environmental injection attack on generalist web agents for privacy leakage." ICLR 2025
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Privacy

q EIA to steal specific PII and full user requests.

Ø More capable models are also more vulnerable to the adversarial attacks.

Liao, Zeyi, et al. "Eia: Environmental injection attack on generalist web agents for privacy leakage." ICLR 2025
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Privacy

q EIA: Attack Detection Analysis and Mitigation.

Ø Malicious websites employing these attack methods can steal users’ private information 
without noticeably affecting the agent’s functional integrity or the user interaction experience.

Liao, Zeyi, et al. "Eia: Environmental injection attack on generalist web agents for privacy leakage." ICLR 2025
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Privacy

q Takeaways

Ø Web agents powered by LLMs are vulnerable to privacy risks from both memory 
misuse and adversarial prompts.

Ø Malicious prompts can be hidden in web content, causing agents to disclose 
private data without user awareness.

Ø Strengthening privacy protections is essential for safe deployment of web agents 
in real-world applications.
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Generalizability

q Mind2Web: Towards a Generalist Agent for the Web.

Deng, Xiang, et al. "Mind2web: Towards a generalist agent for the web." Advances in Neural Information Processing Systems 36 (2023): 28091-28114.

Ø WebAgents operate on the 
internet, an environment that 
is highly complex and 
constantly evolving.

Ø They are often challenged 
by unseen tasks and 
unfamiliar domains that were 
not present during their 
training.
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Generalizability

q Mind2Web:  Towards a Generalist Agent for the Web

Deng, Xiang, et al. "Mind2web: Towards a generalist agent for the web." Advances in Neural Information Processing Systems 36 (2023): 28091-28114.
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Ø 2000 open-ended tasks collected from 137 websites spanning 31 domains and 
crowdsourced action sequences.



Generalizability

q Web agents with world models: Preliminary analysis

Chae, Hyungjoo, et al. "Web agents with world models: Learning and leveraging environment dynamics in web navigation.“ ICLR 2025.

Ø Under vanilla settings, current LLMs cannot effectively predict the next states caused by 
their actions.

Ø When being aware of how an action affects the next state, LLMs can make better decisions.
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Generalizability

q Web agents with world models: overview

Chae, Hyungjoo, et al. "Web agents with world models: Learning and leveraging environment dynamics in web navigation.“ ICLR 2025.
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Generalizability

q Web agents with world models: Main Results

Ø The results indicate that WMA web agent trained on Mind2Web data has a strong 
generalization capability.

Chae, Hyungjoo, et al. "Web agents with world models: Learning and leveraging environment dynamics in web navigation.“ ICLR 2025.
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Success rate on Mind2Web tests using GPT-3.5-Turbo as policy models



Generalizability

q Takeaways

Ø Web agents must operate in highly dynamic and unpredictable internet 
environments, facing tasks and domains they have not seen before.

Ø Generalizability is crucial for web agents to remain robust and effective when 
encountering new or unforeseen situations.

Ø The introduction of benchmarks like Mind2Web provides researchers with 
valuable resources to evaluate and improve the adaptability of web agents.

Ø The research on truly generalist web agents is essential for advancing the 
development of webagents that are capable of handling real-world complexity.
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Fairness of WebAgents
q Fairness requires WebAgents to operate without bias in perception, 

reasoning, and execution.

Chu, Zhibo, Zichong Wang, and Wenbin Zhang. "Fairness in large language models: A taxonomic survey." ACM SIGKDD explorations newsletter 26.1 (2024): 34-48.
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Gregio, Isabela Pereira, et al. "Improving Fairness in LLMs Through Testing-Time Adversaries." arXiv preprint arXiv:2505.12100 (2025).

q Improving Fairness in LLMs Through Testing-Time Adversaries

Fairness of WebAgents
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Lakkaraju, K., Jones, et al. Llms for financial advisement: A fairness and efficacy study in personal decision making. ICAIF, 2023 (pp. 100-107).

q LLMs for financial advisement

Fairness of WebAgents

171



Fairness of WebAgents

Chu, Zhendong, et al. "Llm agents for education: Advances and applications." arXiv preprint arXiv:2503.11733 (2025).

q LLM agents for education
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Explainability of WebAgents
q Explainability requires that WebAgents be capable of justifying actions, understanding 

internal mechanisms, and ensuring reliability in high-stakes environments. 

Nie, Yuqi, et al. "A survey of large language models for financial applications: Progress, prospects and challenges." arXiv preprint arXiv:2406.11903 (2024).
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Wei, Hui, et al. "Systematic Evaluation of LLM-as-a-Judge in LLM Alignment Tasks: Explainable Metrics and Diverse Prompt Templates." ICLR 2025 Workshop

Explainability of WebAgents
q LLM-as-a-Judge

175



Jiang, Yushan, et al. "Explainable multi-modal time series prediction with llm-in-the-loop." arXiv preprint arXiv:2503.01013 (2025).

Explainability of WebAgents
q Explainable multi-modal time series prediction with LLM-in-the-loop

176



PART 6: Future Direction

¡ Fairness of WebAgents

¡ Explainability of WebAgents

¤ Datasets and Benchmarks of WebAgents

¡ Personalized WebAgents

¡ Domain-Specific WebAgents

¡ Agentic Browser

Website of this tutorial 



Datasets and Benchmarks of WebAgents

Cai, Hongru, et al. "Large language models empowered personalized web agents." Proceedings of the ACM on Web Conference 2025. 2025.

q PersonalWAB
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Datasets and Benchmarks of WebAgents

Pan, Yichen, et al. "WebCanvas: Benchmarking Web Agents in Online Environments." Agentic Markets Workshop at ICML 2024.

q Webcanvas
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Datasets and Benchmarks of WebAgents

Gou, Boyu, et al. "Mind2Web 2: Evaluating Agentic Search with Agent-as-a-Judge." arXiv preprint arXiv:2506.21506 (2025).

q Mind2web 2
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Personalized WebAgents
q Personalized WebAgents use RAG with long- and short-term memory to deliver 

context-aware, adaptive responses for improved personalization.

Cai, Hongru, et al. "Large language models empowered personalized web agents." Proceedings of the ACM on Web Conference 2025. 2025.
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Personalized WebAgents

Han, Dongge, et al. "LLM-Personalize: Aligning LLM Planners with Human Preferences via Reinforced Self-Training for Housekeeping Robots." Proceedings of the 31st ICCL. 2025.

q LLM-Personalize
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Personalized WebAgents

Dong, Yijiang, Tiancheng Hu, and Nigel Collier. "Can LLM be a Personalized Judge?." Findings of the Association for Computational Linguistics: EMNLP 2024. 2024.

q Can LLM be a Personalized Judge?
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Domain-specific WebAgents
q Domain-specific WebAgents with custom knowledge and secure data handling offer 

promising advances in fields like finance and healthcare.

Health Care

Finance

Law
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Domain-specific WebAgents

Zhang, Nan, et al. "Pruning as a Domain-specific LLM Extractor." Findings of the Association for Computational Linguistics: NAACL 2024. 2024.

q Pruning as a Domain-specific LLM Extractor
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Domain-specific WebAgents

Li, Haitao, et al. "Blade: Enhancing black-box large language models with small domain-specific models." AAAI. Vol. 39. No. 23. 2025.

q Blade
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Agentic Browser

Lai, Hanyu, et al. "Autowebglm: A large language model-based web navigating agent." Proceedings of the 30th KDD. 2024.

q AutoWebGLM
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Agentic Browser

Zhang, W. , et al. (2025). From Web Search towards Agentic Deep Research: Incentivizing Search with Reasoning Agents. arXiv preprint arXiv:2506.18959.

q The evolution of information search paradigms
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A Comprehensive Survey Paper

187

https://arxiv.org/pdf/2503.23350

Tutorial website: https://liangzrtvjivo.github.io/PAKDDWebAgents/

Survey paper 
on KDD

Tutorial
Website (Slides)

https://arxiv.org/pdf/2503.23350
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Q&A

Feel free to ask questions.
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